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JYVSECTEC – Jyväskylä Security Technology
• JYVSECTEC - Jyväskylä Security Technology
– Cyber security focused research, development and training center 

located in JAMK University of applied sciences, Institute of 
Information Technology

• Cyber Range: RGCE - Realistic Global Cyber Environment









Cyber Security Operation Room



Cyber Security Operation Room



Implemented by two programs
• JYVSECTEC program 9/2011 – 01/2015 (2,9 M€)

• JYVSECTEC Center and JYVSECTEC Center RGCE programs, 
03/2015 - 04/2018 (2,1 M€)



Cyber Security Exercises
• Finland´s Cyber Security Strategy
– ”The goal of exercises is to enhance the participants’ chances of 

exposing the vulnerabilities of their own actions and systems, in 
developing their capabilities and training their personnel.”

– ”The key actors will improve their tolerance, including contingency 
planning and exercises, so as to be able to operate under cyber 
attacks.”



Exercises in RGCE Cyber Range
• Capabilities for tailored organization environments
• Ready-made industry specific organization environments
• Personnel from technical specialists to management and decision 

makers
• Co-operation with service providers and other third party 

organizations on handling cyber incidents
• Assessments of cyber security performance for individual and 

teams



Exercise Teams
• Blue Team is the group of people who are defending their information 

technology assets against cyber threat
– Reporting the observations, creating their own situational awareness and maintaining 

own security posture under cyber-attack
– Simulates the real organization and there can be one or many Blue Teams in the exercise

• Red Team is the group of people who are simulating the threat actors in the 
exercise 
– Executes the cyber-attacks against Blue Teams

• White Team is leading and controlling the exercise
• Green Team is maintaining the Cyber Range



Exercise
Exercise goals

Scenario

Events

Injects (media, 3rd party 
contact, management, 

etc.)
Technical attacks RTWT

Actions

BT

Incident handling, 
Situation reports, 
Countermeasures, 
Contacting 3rd parties, 
Analyzes threats&attacks

Plans and/or follows

Prepares and executes Prepares and executes

The game



Industry Sector Cyber Security Exercise
• Participants are casted to either road tunnel provider (Funnel) or electricity 

company (Watti). They are controlling and defending industrial control 
systems (ICS) and office environments from various threats and risks. 

• Example Scenario: 
– The road tunnel between Helsinki and Tallinn is about to open.
– The security situation Baltic Sea area has changed quite drastically and 

environmental organizations are protesting the tunnel project. Particularly Fresh 
Baltic Sea (FBS) organization have had strong campaigns against the tunnel. 

– The exercise starts just a day before the grand opening.



DFIR, Digital Forensics and Incident Response 
exercise
• DFIR is an exercise for IT managers, Security managers, and technical specialists 

to train themselves on handling already happened cyber-attack.
• Scenario involves a financial company NorthernBank. In the scenario this bank 

has a suspicion of a potential breach occurred which needs to investigated by the 
trainees.

• Participants will operate as members of Incident response Team created by Bank 
and have access to the Bank IT infrastructure and services.

• Potential attacks: Social Engineering, Malware, Network based attacks, Man-in-
the-Middle attacks (MitM), Remote access Trojans (RAT), Antivirus bypassing, 
Defacements, Ransomware, Covert command and control channels, Distributed 
Denial of Service (DDoS), APT campaigns…



Cyber Security Exercises, references
• National Cyber Security Exercises with Finnish Defence Forces 

and other national security authorities yearly since 2013

– https://www.defmin.fi/ajankohtaista/tiedotteet/valtionhallinnon_vir
anomaiset_harjoittelevat_kyberosaamista_jyvaskylassa_8.-
11.5.2017.8418.news

• Several Cyber Security Exercises with private companies

• Participating international Cyber Security Exercises (Locked 
Shields, Cyber Coalition)

https://www.defmin.fi/ajankohtaista/tiedotteet/valtionhallinnon_viranomaiset_harjoittelevat_kyberosaamista_jyvaskylassa_8.-11.5.2017.8418.news


Cyber Security Exercises for electricity companies 
• Industry sector exercise, piloted with Fingrid and Elenia
– https://www.fingridlehti.fi/en/exercise-reveals-development-needs-cyber-

attack-main-grid/
• Continuation for pilot exercise with Fingrid and Helen
– https://www.fingridlehti.fi/en/cyber-security-ensured-genuine-exercises/

• Electricity companies has tradition for training and exercises, but 
the exercises in realistic technical RGCE Cyber Range enables new 
and necessary features

https://www.fingridlehti.fi/en/exercise-reveals-development-needs-cyber-attack-main-grid/
https://www.fingridlehti.fi/en/cyber-security-ensured-genuine-exercises/




Ministry of Defence
• JAMK University Of Applied Science and Ministry of Defence 

have signed co-operation agreement about development of 
national Cyber Security



ECSO
• ECSO – European Cyber Security Organisation
• JAMK University of Applied Sciences is one of the charter 

members of the ECSO
• https://www.ecs-org.eu/press-releases/ecso-ec-contract-

signature

https://www.ecs-org.eu/press-releases/ecso-ec-contract-signature


How to reach us
tero.kokkonen@jamk.fi

www.jamk.fi/en
www.jyvsectec.fi/en

Follow us on
Twitter @JYVSECTEC, 
LinkedIn and YouTube


